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The eCREAM Standard

The Project has defined a Study Protocol 
submitted to the Ethical Committees of ED 



The eCREAM Standard
One for each language… Why?
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legal basis for data processing” (8.1)
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The eCREAM Standard

Now we will briefly se how this is embedded in the process, 

Then, our approach to this



Dimensions to take care of I/IV 
The combination of several steps involved in a long medical history

the notes referring to different aspects of the same patient […] will be separated
from each other so that it will be impossible to reconstruct the entire patient profile

Clinical Diary XYZ

RIS XYZ

Medical Visit XYZ

Patient XYZ

Fully convered by 

the design choices



Dimensions to take care of I/IV 
The combination of several steps involved in a long medical history

Clinical Diary XYZ

RIS XYZ

Medical Visit XYZ

Patient XYZ

Clinical Diary repository

RIS repository

Medical Visit repository

LIS repository

LIS repository

…
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Dimensions to take care of II/IV
If the reader knows already a lot about a patient, they could find something new, 
especially if they have some special conditions

to identify a specific patient in a database, one should already know all the 

characteristics that make that patient unique in that database. […] these notes would

likely not contain any additional information beyond what is needed to identify the 

patient as unique. This means that if someone were able to infer that a particular note 

refers to a known person (an already virtually impossible eventuality), he or she

would not find any information in that note that is not already known
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The notes will be stripped of any reference to the patient (first name, last name, date 
of birth, address, phone number, etc.) and to the context (hospital, date and time of 
arrival at the center, date and time of visit, hospitalization decision, date and time of 

discharge/hospitalization, etc.).

Dimensions to take care of III/IV 
Explicit information about the patient, or their stay at the hospital

To be taken care of

This information lives in 

specific places: the 

headers!



Dimensions to take care of III/IV 
Explicit information about the patient, or their stay at the hospital

To be taken care of

Veneto, Padova - Azienda Sanitaria Locale Città di Padova-PD - Direttore Dott. Mario Rossi
Presidi Ospedalieri ABCD – Corso Milano 
Tel. 800 1234567 - +39 3216548709  (Segreteria)- Mail: example@for_the_presentation.com
Risultati validati dall'operatore tecnico sanitario nel pieno rispetto delle procedure e dei protocolli operativi predisposti dal Direttore della S.C. Lab. Analisi
_____________________________________________________________________________________________________________________________________
Esame                                         Esito                  U.M.  Val. Riferimento Metodica
Sg-Emocromo
WBC  (Leucociti)                                         13.95 >     x 10^3 / ul 4.00 - 10.00
RBC (Eritrociti)                                          5.24       x 10^6 / ul 4.50 - 6.00
Monociti val.assoluto 0.96       x 10^3 / ul

[…]

S-Lipasi                                                      34            U/l      13 - 60
S-Proteina C reattiva                                        2.3 >        mg/dl     0.1 - 0.5
S-Troponina T                                               0.04          ng/mL < 0.03
Troponina T eseguita su campione emolizzato, possibili interferenze analitiche. Ripetere
prelievo. 
Legenda Materiali: S = Siero P = Plasma Sg = Sangue U = Urine dU = Diuresi Oraria La= Liquidi Altri LCR = Liquor F = Feci

HEADER



To be taken care of

Dimensions to take care of IV/IV 
The information about other people, involved in the caring process

The procedures described above, […], ensure that the probability of patient
identification is less than negligible. We cannot rule out, however, the possibility

that the notes contain information about third parties. 
The physician or nurse, for example, may write down the names of patient

relatives with their phone numbers or address in case they need to be contacted.

PROBLEM:
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Dimensions to take care of IV/IV 
The information about other people, involved in the caring process

The procedures described above, […], ensure that the probability of patient
identification is less than negligible. We cannot rule out, however, the possibility

that the notes contain information about third parties. 
The physician or nurse, for example, may write down the names of patient

relatives with their phone numbers or address in case they need to be contacted.

we will install, in each participating hospital, a certified anonymization software called
AnonymAI. This software is specifically designed to identify and remove data entities

referring to specific types of personal data from free text. We will use AnonymAI to 
remove the following: first name, last name, phone number, address, location, and parental 

relationship.

PROBLEM:

PROPOSED SOLUTION:
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Are we good at finding the headers?

Are we good at removing names, locations, ecc. ?
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Anonimization tool

We commit to the AnonimAI, a tool from

Developed over 6 corpora (57,000 docs), on 94,000 annotations, in Italian (2/3) and English (1/3).

Focused on patient-therapist session transcripts, bank customer service reviews, company emails. 

AnonymAI uses

• Machine Learning, 

• Deep Learning, and 

• rule systems, in order to identify the parts of a text document that contain personal information. 

Once identified, these sections are replaced by anonymous labels in the document, which is

returned to the sender without such sensitive content.

Anonymization tool started out as a research project funded by the EU “NGI Trust”
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Only!?
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is good enough on our

settings

only 10% of them will

contain a reference to 

a third party
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anonimization tool is good 

enough on our settings

Is it really a problem to 

find the word «mum» in 

it? Or a city? Or even a 

street?



Anonimization tool

We create an eCream test 

dataset to verify if the 

anonimization tool is good 

enough on our settings

we need to concentrate 

on the probability of not

anonymizing the 

combination



Anonimization tool Remember: this already excludes 90% of our notes! 



Anonimization tool

All good until... we find more mistakes

than expected

Descrizione Analisi                        Risultato        U. di Misura Int. di Riferimento Metodo
V-Biochimica
Procalcitonina 0.4       microg/L                   
Chemiluminescenza

valori < 0.5 microg/L indicano un BASSO rischio di sepsi grave e/o shock settico
valori >2.0 microg/L indicano un ALTO rischio di sepsi grave e/o shock settico

Per gi esami eseguiti presso il Laboratorio Di Novara, 
responsabile della Validazione: Prof. NOME_PERSONA.
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Our plan for an extra layer of de-identification

1. selected 500 notes from 2 

hospitals (SGB, SA)

2. manually read them

Exploratory analysis

of the anonymized

notes
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Take the anonymized notes 

and manually find mistakes

Most False Positives are in 

headers that were not

removed

Veneto, Padova - Azienda Sanitaria Locale Città di Padova-PD - Direttore Dott. Mario Rossi
Presidi Ospedalieri ABCD – Corso Milano 
Tel. 800 1234567 - +39 3216548709  (Segreteria)- Mail: example@for_the_presentation.com
Risultati validati dall'operatore tecnico sanitario nel pieno rispetto delle procedure e dei protocolli operativi predisposti dal Direttore della S.C. Lab. Analisi
_____________________________________________________________________________________________________________________________________
Esame                                         Esito                  U.M.  Val. Riferimento Metodica
Sg-Emocromo
WBC  (Leucociti)                                         13.95 >     x 10^3 / ul 4.00 - 10.00
RBC (Eritrociti)                                          5.24       x 10^6 / ul 4.50 - 6.00
Monociti val.assoluto 0.96       x 10^3 / ul

[…]

S-Lipasi                                                      34            U/l      13 - 60
S-Proteina C reattiva                                        2.3 >        mg/dl     0.1 - 0.5
S-Troponina T                                               0.04          ng/mL < 0.03
Troponina T eseguita su campione emolizzato, possibili interferenze analitiche. Ripetere
prelievo. 
Legenda Materiali: S = Siero P = Plasma Sg = Sangue U = Urine dU = Diuresi Oraria La= Liquidi Altri LCR = Liquor F = Feci

This was an HEADER (we saw it earlier)



Our plan for an extra layer of de-identification

Exploratory analysis of the 

anonymized notes

Most False Positives are in 

headers that were not

removed

Manual annotation: 

find missed headers

and identifiers



Our plan for an extra layer of de-identification Done for 1,000 notes



Our plan for an extra layer of de-identification

Exploratory analysis of the 

anonymized notes

Most False Positives are in 

headers that were not

removed

Manual annotation: find

missed headers and 

identifiers

Create a system that

fixes this issues



Learning to find the issues

on one hospital, applying it

to another one

1.2%

29.6%

98.2%

90.6%

98.8%

Learning to find the issues

on one hospital, applying it

to the same one

Learning on both, applying it

to both

REMOVING THE HEADERS
Recall
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0.0%

5.3%

Learning to find the issues

on one hospital, applying it

to the same one

Learning on both, applying it

to both

OUTSIDE THE HEADER
Recall



Current situation

Extra-layer performance: ~5% recall

How many identifiers we miss? 95% of the 3.3% ---> 2.8%

AnonimAI performance: ~96.7% recall



Current situation

AnonimAI performance: ~96.7% recall

Extra-layer performance: ~5% recall

How many identifiers we miss? 95% of the 3.3% ---> 2.8%

And it might take a while

(on the 5k notes x 140 items was a week)



Leveraging 
these results



Get other research groups 
involved in our problem

(de-identification) and data



eHealth Lab 

@ 

CLEF 2027



Process

We cannot release the original

notes with identifiable information

Create «smart» surrogates

for the de-identified notes

Ask humans to remove

personal idetifiers

(2,000 notes)





Thank you! 
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